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3 Executive Summary

The automotive industry uses more and more electronically controlled equipment in passenger
cars that covers safety critical functionality. This leads to an increase of systematic failures and
random hardware failures. Many of those failures are able to cause harm to people. These safety
relevant failures shall be reduced to a level of unreasonable risk.

ISO 26262 contains a guidance to avoid or mitigate the risks caused by safety relevant failures by
providing appropriate requirements and processes.

Currently the automotive industry is applying the requirements and processes specified in the
ISO 26262 to provide new systems that are able to avoid the increasing risks or at least mitigate
them to an appropriate level.

The objective of this project is to analyze existing models like EAST ADL, SysML or AUTOSAR
with the requirements given in the ISO 26262. The result of this analysis shall provide input for
creation of a model that can be used to describe safety relevant systems in accordance with the
requirements given in the ISO 26262.

The solution that is described in this document is a draft version and shall be used as a starting
point for discussion with other users of EAST ADL, AUTOSAR and ISO 26262 to find an effective
solution that is easy to use in future development projects.

EAST ADL SAFE-Model
SAFE
System-
Model
—_—
Error- SAFE- SAFE- SAFE- SAFE-
Model Element Element Element Element
(Environment) (ltem) (Actor) (...)
AUTOSAR
System-Template Software Units

(Software Safety Mechanisms)

Figure 1: SAFE meta-model
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4 Introduction

Up to now the automotive industry is already doing systematic failure analysis. But now the
ISO 26262 defines the need to avoid unreasonable risk. Therefore this kind of analysis is getting
more important for future automotive development projects.

The increasing use of electronically controlled equipment in the car leads to a changed behavior of
the driver. Actions of the driver are guided by electronically controlled features, e.g. adaptive cruise
control, electronic stability control, etc. All these features are able to help the driver to handle
critical traffic situations. In a time of increasing number of cars on the road and increasing diversion
for the driver during driving on the road, the driver trusts more and more in the new features of the
car. All these topics lead to a changing of the common level of unreasonable risk.

Based on the fact that unreasonable risk depends on a certain context according to valid societal
moral concepts the automotive industry recognizes the challenge to handle the environmental
context during development. The actual level of unreasonable risk in the target market of the
vehicle in development is a new topic that shall be established in the already existing development
process landscape.
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4.1 Abbreviation, Special Terms, Akronyms

The following table describes the special terms used in this document.

Abbreviation/

Accronym Description
ASIL Automotive Safety Integrity Level
AUTOSAR Automotive Open System Architecture
Component A component is an element of system that contains a single

functionality (e.g. steering, break, powertrain, chassis ...). The
component can consist of hardware elements, software elements,
systems, sensors, actuators ... Therefore the component contains all
elements to fulfill the specified function.

Controllability

Controllability is the ability to avoid a specified harm by any action of
the driver or other persons involved during the hazardous event that is
currently under analysis.

EAST-ADL Electronics Architecture and Software Technology - Architecture
Description Language

Element Element is a term that is used on each architectural level in a different
way.

At system level (e.g. system = vehicle) a system element is one part of
the vehicle (e.g. wheel, window, mirror ...)

At component level (e.g. component = powertrain) the element is one
part of the powertrain (e.g. transmission.

At part level (e.g. part = uC) the element is one part of the uC (e.g. a
pin)

Exposure Exposure is the state of being in a hazardous event that meets with
the failure mode that currently is under analysis without regarding any
already planned safety measures.

FAA Function Analysis Architecture

FDA Function Design Architecture

Hazard A hazard is a potential source of physical injury or damage to the

health of persons caused by malfunctioning behavior of the item

Hazardous Event

A hazardous event is a combination of a hazard and an operational
situation.

Operational situation

An operational situation is a scenario that can occur during a
vehiclebds |ife.

preliminary Preliminary is used to classify the maturity of an element. It means
that the element is not finally verified or validated.
RTE Real Time Environment
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safety relevant failure Safety relevant failures are failures that are identified during safety
analyses to have the potential to lead to a violation of a safety goal

Severity Severity is the estimation of the extent of harm to one or more
individuals that can occur during the hazardous event that currently is
under analysis.

4.2 Scope of the document

I 1. Vocabulary I

2. Management of functional safety

2-6 Safety management during e concept phase 2-7 Sakety management afer he item’'s relaase
|2-$Over-u safety management l Im the my 1 Geveiop ment | I’C" pvm.-cy:m ]

e
3.Concept phase i 4. Product development at the system level '} 7. Production and operation

|3-5Ilm defintion on of product ! -|

ent at the system level 8 Production

€ Oporaton, wervice
|3-elnc»a'.movm safety lfecyde (maintenance and repair), and
decommissioning

3-7 Hazard analysis and risk
assossment
3-8 Functional safety
concept

510 Har dwire g tilion

testing

8. Supporting processes

8-5 Interface s within disY buted Geveio pme nts [8-10 Documentason
8-6 SpecAcation and managemaent of safety require monts 8-11 Confidence in the use of software 100l
8-7 Configur aton manag eme it 812 Qual dcation of sofwa re components
8-8 Change management [8-13 Qual #ication of hardware components
8-9 Ve rif cation |8-14 Proven in use argument

9. ASIL-oriented and safety-oriented analyses
| [9-7 Anatysis of dependent faiures

| [9-8 Safety anayses

10. Guideline on ISO 26262

Figure 2: Scope of this Document

This document is created based on the requirements allocated to work task WT3.2.1. The
allocation of the requirements is documented in the referenced deliverables D2.1.b [5]. Based on
these requirements the specification of SAFE meta-model package system was created. It
describes how to model a safety relevant item according to 1ISO 26262 by using already existing
models like EAST-ADL and AUTOSAR.

This specification shall be used as a base for discussions with the EAST-ADL and AUTOSAR
consortium how to handle the described topics in future.
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5 System Package Specification

This chapter contains the specification of elements that are needed to fulfill the requirements
allocated to WT3.2.1. The system package contains

9 description of the different architectural level of an item

1 Safety measures and safety mechanisms to avoid, mitigate, detect or control safety
relevant failures

1 Safety Architecture as a base for safety related analyses.

The SAFE meta-model shall provide a solution that contains all relevant information about the
safety relevant item in a consistent way. This can be reached by maintaining traceability between
the safety goal analyzed in the Hazard Analysis and Risk Assessment and the technical solution
described in the safety requirement documentation.

51 Architectural Overview

The following chapters describe the architecture of the SAFE meta-model packages that have
interfaces to the system package.

/ SAFE-meta-model \
System \

resulis

Safety Analyses

allocated to

/ Requirements \

| described in

_fem

{/ \ i i Item Architecture
s Specification &
e TN & Management of £ Hardware Parts |
il E w3w 2 Requirements 2
7 ® o s © Software Units
=) > [ o
© '_é' § (32 E § Functional Safety g - <]
. = s other technologies
Nl<2 223 Requirements 3 g #J
T (P £28 = ﬁ
] TSN - 2 - 8 external measures
N0 “wge Technical Safety | © | Technical T
I 3 Requirements Solution
( Safety relevant failure

L

defect, | Random hardware
control failure
1 Systematic failures

=/

o Activities
avoid,
Safety mitigate
\\ measures J

Figure 3: Architectural Overview
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5.1.1 Hazard
/ SAFE-meta-model \
/ Hazard \ / System \
ﬂlazard Analysis &N
Risk Assessment Safety Analyses
results
hazardous event
¥
Hazard L /;Itim_J J
operational ﬁ
Situation 2
: :
derived ® E
3
Safety Goals - A4
(requirement to avoid . \ i
L havardous evoris) J Techn_lcal /éafety relevant failure
\\ N // Solution _ defect, Random hardware
satisfy [~ control \ failure
Activities I
Safety < n:;[g)]igté 'LSystematic failures J
measures

\

o

/

Figure 4: Interfaces to Hazard packages

The safety goals are derived from hazardous events analyzed in the Hazard Analysis and Risk
Assessment. Hazardous event is a combination of a hazard with an operational situation. The
hazard analysis and risk assessment shall be executed based on the item definition. Further
details according to Hazard Analysis and Risk Assessment are described in D3.1.1.b [6].

The safety goals shall be

9 described as functional safety requirements (see 5.1.3) and

1 allocated to architectural elements (see 5.3.1.1) of the item.

Safety Analyses shall be executed to identify safety relevant failures.

A technical solution shall be defined to

1
the allocated safety goal and/or

allocated safety goal.
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5.1.2 System

Vehicle Level vehicle

Item Level

System Level

Component .

Software Component Hardware Component
Software Level Hardware Level

Par‘t_ ﬂ:

N Hardware Part |

SOI:tw;re Un.ii F

Figure 5: Item Architecture overview

This package contains all needed artifacts to model a safety-related system in accordance to the
requirements of the ISO 26262.

The ISO 26262 is defined for safety-related systems that include E/E-systems that are installed in
a series production passenger car with a maximum gross vehicle mass up to 3500 kg. Therefore
the item is defined as a sub-system of a vehicle.

Safety Analyses shall be done on different levels of the item architecture. Therefore the SAFE
meta-model provides different architectural levels.
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Vehicle Level:
The vehicle level is defined as the top level of the architecture. It describes the context of the item
as well as the architectural splitting up to different items.

ltem Level:
The item level describes the functionality of the item as well as the architectural splitting up to
different systems.

System Level:

The system level describes the architectural elements of the system. A system contains at least
one sensor, one controller and one actuator. The architectural splitting up of each sensor,
controller, actuator to components is also part of this level. Another part of this level is the
allocation of the different elements to software and hardware components. The architectural
description of the interfaces between the Components is also part of this level.

Software Level:

The software level contains the architectural splitting up of each software component to software
Units. The architectural description of the interfaces between the Software Units is also part of this
level.

Hardware Level:

The hardware level contains the architectural splitting up of each hardware component to
Hardware Parts. The architectural description of the interfaces between the Hardware Parts is also
part of this level.
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5.1.3 Requirements

) )

Requiremement \

Specification & Management of
Requirements

Safety

described by

/’

SAFE-meta-model

Safety measures

. Technical

Requirements

Functional Safety .
TechnicalSafety
\ Requirements /

\

o

Solution

Activities l

System

allocated to

-

Item Architecture

System

v v |
Software Hardware
| Components t Components

&Soﬂware Unit }J'JL Harware Part

v

Figure 6: Interfaces to Requirements packages
Safety Requirements shall be categorized into different groups:

9 Functional Safety Requirement
9 Technical Safety Requirement
1 Constraint

Constraints describe for example architectural assumptions or design constrains given from the

higher level architecture.

Further details to constraints see chapter 7.1.1.1. Detailed description of safety requirements see

D3.1.2.b [7]
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5.2 Vehicle Level

521 Iltem Definition

An Item is a system or array of systems to implement a function at the vehicle level that is able to
cause harm to people inside or outside the vehicle.

It shall be possible to describe interfaces, interactions and dependencies to other items. The
ISO 26262 is focused on E/E-technologies, therefore the technology used to realize an item shall
be categorized into E/E technologies and other technologies.

Item Definition

Environment

People inside People outside
the vehicle the vehicle
non-human non-human

elements inside elements outside
the vehicle the vehicle

interactions

Vehicle

dependencies

interfaces

interactions

dependencies

Item other item

interfaces

other
technologies

other
technologies

E/E
technologies

external
measures

Figure 7: Item Definition

The item as well as all external measures that are used as an argument for avoiding a violation of
a safety goal shall be developed in accordance with ISO 26262.

It shall be ensured that the specified external measures are implemented. The evidence of that
shall be part of the safety validation. Further details related to this topic see chapter 7.1.6.

5.2.1.1 Other technologies

If items contain elements realized by other technologies, the implementation of those elements
shall be ensured through measures outside the scope of ISO 26262. No ASIL shall be allocated to
the elements allocated to other technologies.

5.2.1.2 External Measures

External Measures are safety measures implemented with E/E-technologies. They are applied in a
system or a system-array allocated to other items. Other items shall also be developed in
accordance with 1ISO 26262.
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5.3 Item Level

53.1 ltem Structure

class ItemStructure /

+otherltem 0..*\ ;
EastAdIReference

EASTADLReferences::| +vehicleFeatures Actor, Devgeli r:nl;nrtncztre e;r
VehicleFeature - Item P 9
) developmentCategory :DevelopmentCategol new
P 9ory - P gory modification
1.5 | +system EastAdIReference

+systemModel | EASTADLReferences::SystemModel
+relatedSystem 0..* 1

HWFailureMode System
PackageableElement

TopLevel: /

SAFEElement

+ name :String

+comro||er/1“* +sensor [1..* +actuator \ 1..*
cabstracte ¢cenumerat
Component ArchitecturalElementKind
- asil :ASILEnum eETechnology
- elementKind :ArchitecturalElementKind otherTechnology
- safetyRelated :Boolean

FunctionComponent DesignComponent ImplementationComponent

+allocationTo 1.* +allocationTo 1.\*

+hardwarePart 0.* 0.* +softwareUnit

HardwarePart

+analysisFunctionComponent Software::Softw areUnit

- sharedUseOfHWResource :Boolean

+realizes 0. 0.1
AbstractSafetyRequirement EastAdIReference
Requirements:: EASTADLReferences::
FunctionalSafetyRequirement AnalysisFunctionPrototype
+designFunctionComponent
+realizes J0..* 0..1
AbstractSafetyRequirement EastAdIReference
Requirements:: EASTADLReferences::

TechnicalSafetyRequirement DesignFunctionPrototype

Figure 8: Item Structure
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The item structure is used to generate the architectural overview of the item. The SAFE meta-
model shall be able to refer to external models to implement systems that are part of the item.

The Item can consist of one or more Systems. The following figure contains references to the
system model given in EAST-ADL. Each system shall be represented by one EAST-ADL
SystemModel. The item is represented by an EAST-ADL VehicleFeature.

The safety-relevant System shall contain at least one sensor, one actuator and one controller. The
SAFE meta-model describes them as Components. The Component level contains three different
component types.

FunctionComponent
Non-system level element that is logically and technically separable described on a functional
abstraction level.

DesignComponent
Non-system level element that is logically and technically separable described on a system design
abstraction level.

ImplementationComponent
Non-system level element that is logically and technically separable. The Implementation
Component is comprised of

1 one or more than one hardware parts or
I one or more than one software units.

5.3.1.1 Architectural elements

Item Architecture

Vehicle

Item other ltem
other other
ey E/E technology E/E technology e ReEmy
Architectural Architectural external
Element1 Element 2 measure

—

Architectural = Architectural
Element1.1 Element1.n

Figure 9: Item Architecture
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The SAFE meta-model shall contain architectural elements.
It shall be possible to
9 add a preliminary description to the preliminary architectural elements
1 allocate functional safety requirements to preliminary architectural elements
9 create architectural elements as well as preliminary architectural elements
9 allocate other technologies to an architectural element
1 allocate external measures to an architectural element

For further details to this topic see chapter 7.1.2.7.

5.3.2 Safety Concept

class SafetyConcept

HWHFailureMode
PackageableElement

TopLevel::
SAFEElement

+ name :String

cabstr
SafetyConcept

FunctionalSafetyConcept i
+derivedFrom TechnicalSafetyConcept

1 1.*

Figure 10: Safety Concept

The SafetyConcept shall be defined as a Top Level Element in the SAFE meta-model. One or
more TechnicalSafetyConcepts can be derived by the FunctionalSafetyConcept.
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5.3.2.1 Functional Safety Concept
class Functional Safety Concepl/

SafetyConcept:

FunctionalSafetyConcept
0..1) ‘) 0.1
+safetyMeasure | *
SAFEElement|
SafetyMeasure .
Requirements::
- asil :ASILEnum = T ificati
- functionalRedundancies :Boolean
+ formal :String [0..1]
+ informal :String [0..1]
0 0 0 + specificationName :String [0..1]
0.1 + stakeholder :String [0..1]
+timingConstraint 0..* A A
nonFulfillableFTTI
- acceptableTimelnterval :Float
0.1 4 [} [}
+implements|1..* 0..* | +emergencyOperation
Component
SystemStructure::FunctionComponent
1.*
+allocationTo
0..1 | *+wamingAndDegradationConcept

WarningAndDegradationConcept

- driverActions :String
- meansAndControls :String

1..* | +resetCe

ondition

Requirements::SafeState

+requirement|* +requirement [1.-*

- ASIL :ASILEnum

+realizes - fault_tolerant_time_interval :Integer
FunctionalSatenRequirement <1 sstesate/\
Figure 11: Functional Safety Concept

The FunctionalSafetyConcept describes the safety measures that are needed to avoid violation
of safety goals. It shall contain assumptions about necessary driver actions if needed to comply
with at least one of the specified safety goals. It shall be available to start derivation of Technical

Safety Requirements.

The allocation and distribution of FunctionComponents that are used to realize SafetyMeasures

shall also be part of the FunctionalSafetyConcept.

If it is not possible to reach the safe state within the defined fault tolerance time interval a warning
and degradation concept shall be specified for this case. For further details to this topic see

chapter 7.1.2.4.
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5.3.2.2 Safety Measures

Hazard Analysis and

h
Risk Assessment :
|

) |
Safety Goal <« = |

Hazardous
Event

._______________.,
derive
s

|
|
|
|
|
|
|
|
|
|
—

f Safety Measure |
| (described by Functional Safety Requirements) |
|

. Technical Solution
| ACtIVIty (described by Technical Safety
| Requirements)

random hardware

1/ Item Architecture
|
I
|

\

|

|
Software |
Component I
|

|

|

|

Hardware
Component

/
s

caused by

systematic failure failure

safety related failures

Figure 12: Safety Measures

The ISO 26262 describes different kinds of safety measures:
9 an activity to avoid or control systematic failures
9 atechnical solution to detect or control random hardware failures
9 atechnical solution to mitigate the harmful effects of random hardware failures

Safety measures can also contain requirements according to production, operation, service and
decommissioning instructions, if they are needed to satisfy at least one allocated safety goal.

Safety Measures are specified to satisfy the derived Safety Goals. They are described by
functional safety requirement and are part of the Functional Safety Concept.

During the derivation of functional safety requirements the preliminary architectural assumptions

shall be taken into account.
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5.3.2.3 Technical Safety Concept

The Technical Safety Concept is derived by the Functional Safety Concept. It contains the
refinement of the functional safety requirements and the allocation to the architectural elements.

The Technical Safety Concept shall contain requirements according to production, operation,
service and decommissioning like

1 Assembly instructions
1 Safety-related special characteristics

1 Requirements for insurance of proper identification of safety-relevant systems or system
elements (e.g. labels)

T Verification methods/measures for production
1 Service Requirements for diagnostic data or service notes
T Decommissioning requirements
if they are needed to fulfill at least one of the safety goals allocated to the item.

The Technical Safety Concept refines the technical solution described in the Functional Safety
Concept. The traceability shall be given from the safety goal, derived on vehicle level to the safety
mechanisms specified in the Technical Safety Concept. The allocation of the safety mechanisms to
hardware parts or software units shall be described in the Technical Safety Concept.

Interfaces between safety relevant software units and safety relevant hardware parts that are
needed to realize safety mechanisms shall be specified in the Hardware Software Interface
Specification. Further details to this topic see chapter 7.1.3.3.
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5.3.2.4 Safety Mechanisms

Functional Safety Concept

e e e ~

Hazard Analysis and |
Risk Assessment

satisfy ACtiVity

|
e
|
Safety Goal <——— I

derive
s

Hazardous

|
|
|
|
|
|
|
|
|
|
|
|
| Event
|

I

avoid, mitigate

are able fo lead fo o -
systematic failure

Safety Measure
(described by Functional Safety Requirements)

Technical Solution

- 1

|'_ Warning- and

|

|

|

|

| (described by Functional Safety |
| L Requirements)
|

|

|

J

random hardware

safety related failures

(deseribed by Technical Sa allocated fo ! Design
escribed by Technical Safety T
Requirements) | Component
________ |
|
g \ /
| Degradation Concept | ———
—J
— = ~
[ Item
| Architecture
——————————— |
|

Safety Mechanisms | Software
(described by Technical Safety Requirements) | Unit
[ ! nits
Technical Safety : alocated to
Requirements | : Hardware
__________________ | | Parts
. \
Technical Safety Concept NS

caused by

failure

Figure 13: Safety Mechanism Structure

A safety mechanism is a technical solution implemented by E/E functions to detect faults or control
failures that are able to lead to a violation of a safety goal. Safety mechanisms are derived by
safety measures defined to avoid or control systematic failures or to detect random hardware
failures. They are described by Technical Safety Requirements.

The safety mechanism shall be allocated to the corresponding architectural element in the item
architecture. That means software safety mechanisms shall be allocated to those software unit
where they are implemented. Hardware safety mechanisms shall be allocated to the hardware

parts that realize the mechanisms.

Further details to the topic safety mechanisms see chapter 7.1.2.6.
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5.4 System Level

The System Level contains the description and the architecture of the safety relevant system
components.

54.1 System Design

Figure 14: System Design

The System Design shall contain the specification and the architecture of the safety relevant
functionality. Technical Safety requirements contained in the Technical Safety Concept shall be
allocated to the architectural elements in the item architecture on system level. Each architectural
element inherits the highest ASIL of all allocated technical safety requirements. This classification
shall be done automatically.

If one of the architectural elements is divided into Sub-Elements the classification of the ASIL of
the Sub-Elements shall be done by regarding the criteria for coexistence defined in ISO 26262 part
9 Chapter 6. If any of the defined criteria for coexistence is met, it shall be documented. For further
details to this topic see chapter 7.1.3.6

The target value for single-point fault metric and latent-point fault metric for the architectural
element of the item architecture on system level shall be specified in the System Design. For
further details to this topic see chapter 7.1.5.1
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